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District-Wide Risk Assessment Introduction

Introduction

Objectives, Scope and Methodology

A District-wide risk assessment was conducted to identify the business/support operational
programs, program components, activities, overlapping areas and specific internal and external
functions that currently pose the greatest level of risk to Portland Public Schools in meeting its
defined mission, goals, and objectives. The risk assessment allows an objectlve determination
of topics to develop an annual audit plan for the Audit Committee. o

Every organization faces a variety of risks from internal and externa!__:ébd‘r_'_':es._ Analyzing these

risks, while considering the likelihood of occurrence and impact 'c“i:ﬁ:_g"the orgaﬁ:_i"z_g_,t_ion, establishes
a basis for determining how they should be managed. The _D_i__s"'trict"-'Wide risk éss'"s'e_"_ss_ment
includes the following primary areas:

1. Determining the relevant operational elements
2. Identifying pertinent risks, ik -
3. Analyzing each based on the significance of the risk: and exposure assouated with

the activity and the likelihood of the risk occurrmg,-and
4, Determining a “score” that defmes the degree of risk’ assouated with each element.

Operatlonal Elements

following operational elements
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Identifying Pertinent RISkS

* Previou s reports _;_n_rjd studies of any applicable process, function or systems used.

Process owners wergﬁ requested to identify specific areas that they believed impacted the
District in meeting its defined mission, goals, and objectives. Other topics were also pursued in
various areas based on the review team’s knowledge and experience. Additionally, specific
items were identified by Board members and were discussed with those District personnel
responsible for each. The Audit Committee also requested that other PPS stakeholders be
interviewed to ascertain their perceived risks facing the District.
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District-Wide Risk Assessment Introduction

These'identified areas became the basis for the determination of the impact each have on the
District’s ability to meet its defined mission, goals, and objectives. Each risk area was assessed
on an inherent and control risk basis. Inherent risk is related to the nature of the activities.
Specific risks are basic to the actual operation:

Inability to complefe the activity in a timely manner

Exceed established budget

Waste dollars yF
Non-compliance with established rules, regulations and Iaws
Diminish or harm public perception :
Cause injury

Result in poor quality

Potential internal control issue

Equity in Public Purchasing and Contracting

Control risk is the degree of risk associated with the 'é'biEif\_'ii-of definoid:c__riteria to mitigate
inherent risks. Criteria include:

An identified owner
Maturity of process {lessons Iearned policies and procedures in place and experience)
Implementation (following pollues : nd procedures and htstorlcal knowledge)

External monitoring : &
Internal quality assurance or quallty control :
Appropriate resources

Risk Analysis Ratlng/_D .:gree :
.___'he activities contained WIthm the core operating and supporting
processes, applicable risk factors-.w __'e_"ldentlfled_and rated using a rating scale of one to five as

Based on the nature

follows:

[ ___tabhshed a process that takes into account lessons learned and
mdustry best practices that are constantly being monitored, used, and updated. The
orgamzatlon uses mtegrated and updated tools, where appropriate, that allow effective

n ____'nt of cr|t|cal information technology controis and rapid detectlon of

mformatlon serwces function is formally |mp|emented

I.ow-Moderate -2
Management has implemented a framework for control monitoring. Management has
established a process that takes into account lessons learned and industry best practices
that are being monitored, used and updated. Minimal risk exists.
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Moderate—3

Management supports and institutes internal control monitoring. Some policies and
procedures are developed and some best practices are applied. Tools are being used,
but are not necessarily integrated into all processes. Some level of risk and the
potential for negative outcomes exist.

High-4 _
The organization uses informal processes to initiate corrective actlon pians Internal
control assessment is dependent on the skill sets of key individu jls. The organization
has an increased awareness of internal control monitoring. . Som 2 M ethodologies and
tools for monitoring internal controls are used, but the potentlal for se ious incidents to
occur is likely. L, E

Very High—-5 .
Management has either not recognized the need to develop and lmplement practices
policies and procedures or has just hegun to estabhsh them.: Individual expertise in
assessing internal control adequacy is applied on an ad hoc basis. The organization lacks
procedures to monitor internal control effectiveness. Management internal control
reporting methods are absent. : :

Scoring _ ;
Both identified inherent and control risk factors assomated wnth each component were scored

based on interviews with key process owners and re\news of avallable documentation.

Inherent risk is rated based en ) significance and the likelihood and probability of it occurring.
Each of the six controi rlsks are weig| ted and mdlwduaily scored based on the importance of
the criteria as it relates ) the element The combmatlon of the six scores results in a final

mitigated ratlng.

It should be noted that-the approac_ 1o this risk assessment was to identify risks based on

_ s.owners’ {and othe' s)._perceptloné and experience. Those perceptions, opinions, and
comments were not valldated_or verified.

= Wmuus
=0
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District-Wide Risk Assessment Risk Assessment Summautry

Risk Assessment Summary
The District-wide risk assessment was designed to review the twelve relevant operational
elements based on the significance of the risks associated with specific activities and the
likelihood of those risks occurring. Our interviews and document review for each, identified 32
activities/areas that we believed pose the most risk to PPS. These risks were segregated into
those areas that have a specific impact on all District functions and those SpECIfIC to a service
area or program. Activities with the highest inherent risk included: :

Scoring

Number Area Inherent = Mitigated
1 Accountability -
2 Business Continuity Planning (BCP) 5
3 District Perception -
4 Facilities - Maintenance of Aging lnfrast_” cture 5T
5 Finance - Reserves S5
6 Finance - Student Body Funds 5
7 Governance ERN- RN
8 HR - Technology 5 5
9 IS - Information Usage Training . 5
10 Maodernization - Contmgency Fun RN
11 Modernization - Unplanned PrOJects R
12 Operations - Security (Schools). R
13 Operations - Security (Other Buuldmgs) S5
14 Operatmné sportation (Bus: Accndents} 5 % .
15 Program Prioritization : LT 3.55
16 Record_s Management 5 4.5
17 "Rete 5 4.5
18 5 4.7
5 19
L 3.1
g 3.95
4 4.3
S 4.25
_ o4 3.7
Operations - Transportation {Supplemental Funding) A 3.6
. Partner Involvement S 3.9
: onty Setting S e 3.8
cession Planning - Licensed Administrators A 3.35
Facilities - Space 3 3.6
Finance - Capturing Time and Effort 3 4.3
Finance - Purchasing Compliance v. Service 3 2.4
Finance -Purchases under $2,000 o3 3.25
Paperless Initiative S 3.1
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Risk Assessment Summary

Service area and program specific risks (based on mitigated risk) include:

Number

Area

Scoring
Inherent Mlt!gated

2
5
9
19
18
1
13
6
7
8
16
17
30
22
23
4
3
21
26
27
24
29
25
15
12
11
28

Business Continuity Planning {BCP)
Finance - Reserves

IS - Information Usage Training
Strategic Planning

Succession Planning - Central Office
Accountability

Operations - Security {Other Buildings)

Finance - Student Body Funds
Governance

HR - Technology

Records Management

Retention-Recruiting :
Finance - Capturing Time and Effort’”
Finance - Professional Development (Non-Instrt

Key Performance Indicators (KP1's)

Facilities - Maintenance of Agmg Infrastructure
District Perception
Finance - Grants Complianc
Partner involvement '
Priority Setting

Modernization - Use of IVIWESB'
Facilities - Space :
Operatlons Tra _sportatlon (SupplementaE Funding)

Service Area/ ProgramR|sks

District-Wide

Finance ,_jP;JUrchasing Compliance v. Service

Area

5

WU whUuwWAOUbwWwbhBEROoasEDWwWOGOOO

Scoring

Inherent Mitigated

PN

Business Continuity Planning (BCP)
Strategic Planning

Succession Planning - Central Office
Accountablility

vl & o

4.9
4.7
4.6
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5  Governance 5 4.55
6  Records Management 5 4.5
7  Retention-Recruiting 5 4.5
8  Key Performance Indicators (KPI's) 4 4,25
9  District Perception 5 3.95
10 Partner Invelvement 4 3.8
11  Priority Setting 4, 3.8
12 Program Prioritization s 3.55
13 Succession Planning - Licensed Administrators 4

14 Paperless Initiative 3

Community Involvement
1 Community Involvement - Communication %,

Facilities i
Facilities - Maintenance of Aging :I_n'f':' structure
Facilities - Space '

Finance

1 Finance - Reserves 5 4.9
2 Finance - Student Bo"d’ 5 4.55
3 3 43
4  Finance - Professional Development-ﬁ \ 4 4.3
Instructional) E
5 Flnance Grants Compllance 3.95
' rchases under $2, 000 3.25
) hasing Compl:ance v. Service 3 24
HR
) 5 4.5
s
5 4.9
A;M.c‘).dernization
4 3.7
i 5 315
Moﬂefnlzatlon Contingency Fund 5 3.15
_ :_O'Berations - Security (Other Buildings) 5 4.6
2 3 'Operations - Transportation (Supplemental Funding) 4 3.6
i3 Operations - Security {Schools}) 5 34

Current Risks
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District-Wide Risk Assessment Risk Assessment Summary

Although Portland Public Schools has established various processes to mitigate risk in specific
areas, the assessment identified the following areas that pose the most current risk to the
District:

S tnherent Mntlgated

© UActivity ' Risk - Rlsk '
Business Continuity Planning (BCP) 5 s
Reserves 5
Information Usage Training 5
Strategic Planning 5
Succession Planning - Central Office 5
Accountability : :5
Operations - Security (Other Buddmgs)_;-: 5
Student Body Funds S 5
Governance 5 4.55
"HR Technology 5 4.5
Records Management 5 4.5
Retention-Recruiting 5 4.5

Business Continuity Planning

Operating disruptions can occur W|th or W|thout_ ing and the results may be

predictable or unknown. Because the processmg of mfo'i'matlon plays a crucial role in
the daily operath_n._of:t_h"" istrict, it is |mportant that aI| operatlons are resilient and the

"’Changmg business processes (internally and externally) and new threat
scenarios require PPS to maintain an updated and viable BCP.

Reserves
The District's current reserves (2-3%) are insufficient in light of best practices (10-12%).

Information Usage Training

8|Page



Currently, limited training is provided to District personnel regarding the appropriate
handling of sensitive/personnel information. Although some policies do exist, no annual
updates occur nor does any specific training/education regarding what information can
be collected, how it is protected, and what can be done with it {who sees it).

Strategic Planning i
A formal strategic plan sets direction and assists the District in focusmg |ts resources,
strengthening its operations, ensuring its staff and other stak_ehgfd_g:_rs are working
toward common goals, establishing agreement around inteh:ded a'l;'l_-'tj:qmes/results, and

framework focuses only on instructional elements and does not zncorporate "ai__‘__
of the District's operations {people, support: func: "o_ns, fac;lutles, stakeholders etc.).

Succession Planning — Central Office S
A loss of experienced personnel through retirements and provement in the economy
can create a shortage/gap in resources to provide various services:" Transition plans,
cross-training, and documented procedurés hé; énot been establlshed Additionally,
the District is hampered by hiring reqwrements Ilmited funds for professional
development, mablhty to.hire into a posmon priorto a retlrement and salary ranges.

Accountability
An organization w i"thout accountability to stéfié:'d processes, procedures, and policies
mtended to increase "'ffectlve ess ; and efﬁcnency and achieve stated goals and

isat significant risk in not meeting its core mission, as well as the risk of

__.:__;noncompllance a"u"d ‘negativ publlc perceptions when actions diverge from

attributes ré:g;arding instructional services, the development of silos within the District,
the lack of communication of clear roles and responsibilities in certain areas,
decentralization of some functions, lack of effective training and communications,
turnover, and a lack of definite consequences for actions that do not align with the
District's stated direction exist.

Security (Non-School Buildings)

2 District-Wide Risk Assessment Risk Assessment Summary
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District-Wide Risk Assessment Risk Assessment Summary

Multiple locations, supporting a large population, results in difficulties in ensuring a
quick and effective response that provides timely information to address a security
situation or to ensure the safety of all on premises. PPS has limited security measures in
place at its Central Administration building. Although access is limited in some areas,
many areas are not restricted.

Student Body Funds
Student body funds represent monies held on behalf of student :_"'resultmg from a
combination of fundraising and fees. Amounts are to be spent by students for students.
Limited controls and little effective oversight coupled wnth sngmflcant rellance on school-
based staff with potentially little or no capacity, trammg, or competence to:" dequately
manage or account for these funds, increases the risk of theft or loss.

Governance o
The District's many pressing needs, social and political influences, special interest

groups, and various mandates create a pool of competmg objectives for the Board and
subsequently the District's Ieadershlp and _staff Without clear focus on direction change
will be ineffective in meeting the Dlstrlct s goals

The District's Board i
governance. Th_e tendency for a new board isto |n1t|ally react to operational aspects of
the District instead of core: functlons such as: settmg direction, providing support,
ensuring accounte"btllty, and prov:dmg Ieadershlp as advocates for children and the

District's schools.

¢ _pment and communication of a clear vision based on core values and
beliefs of the Dist
ékeholders asto in__t__e_}nt, ph!iosophy, and decision making.

and commumty, uncertainty has developed amongst staff and

Human Res:_':urces Technology
An msufﬂmé""’ chnofoglcai infrastructure results in a reliance on manual processes,
spreadsheet_,_-
risks. A concern that the inability to obtain information from PeopleSoft is a barrier to
the effectiveness of the department and has impacted the ability to consistently provide

accurate and timely information to stakeholders. There is a need to upgrade to enhance

nd paper to manage operations and increases the possibility of inherent

the overall functionality available to the department
Records Management
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District-Wide Risk Assessment Risk Assessment Summary

PPS records are primarily retained in hard copy and are sensitive to damage or loss. This
places the District at significant risk on a number of levels, including but not limited to,
the ability to respond efficiently and effectively to public records requests, management
of and access to special education student records, physical damage and loss of
sensitive or critical documents, compliance with applicable law, and efficiencies of
access and retrieval of documents.

Retention-Recruiting : .
To ensure the success of PPS, it is-important to properly manage kn_'__: wledge gained
during prior and current work and apply this to future and addltlonaI: oing
operations. The key to efficient and effective management lies within the retentlon of
knowledgeable, experienced personnel. The Ioss of institutional knowledge du
potential retirements and an improving economy, ‘coupled W|th non-market "
compensation and the inability to quickly hire, W|'I"I-r_" ult m a decrease in serwce
concerns with quality, and inability to meet timefram imited resources can
negatively impact the ability of the.District to achieve its missi
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